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(57)Abstract: 

PROBLEM TO BE SOLVED: To easily control the ciphering 
key. 

SOLUTION: A ciphering key Kl is generated from a master 
key KO using a unidirectional function, a next ciphering key 
K2 is generated from the key Kl using the fimction and 
similarly n-hierarchial ciphering keys Kl to Kn are generated. 
Then, information is ciphered by the key Kn and the 
information is decoded by the ciphering key Kn. If the key Kn 
is read, the information is ciphered by the key Kn-1 and the 
information is decoded by the key Kn-1. Thus, the 
information, which is ciphered by the key Kn, is decoded by 
the key Kn obtained from the key Kn-1 using the ftinction and 
the user is only required to maintain the latest key Kn-L 
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(57) 

liS^fflV>-r»:®Hg^fb=^— K2S<tfiKU iRiatbTn 
PiS®Bt-^fb^-K i;^SKn<&<tJ5Kt-So Bt^fb^- 
KnlCi?)t««SBg^'fbU :iCDtf^?fellgf^fb:^r-Kn 
T-^-t^b-rSo Bg^^b^-KniJ^^^tVfeS^. Bg^ 

'fb^-Kn-i*fflv>-ct»^^&Bif-i-^bU 3©m^<&Bt 

^-fb^-Kn- IT-ffi^^b-rSo Bt^fb^-Knt-Bt^ 
'fb^*lf::ti$fi«±^ Bif^{b^-Kn- lA»e)-:^lRlMStS: 
ffll^T*tofeBi^^b^-K nT-^-t^b-rS C t Ast' *^ 
J— tfiififf®Bt^<b=^r-Kn- 1 J: 
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F : one - way Function 
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[if 1 ] m^(Dmmm^(D\^^ih^--t:m^^r 

[^*iH3] ±iB|igJi{b^nfcBif^fb^-^fefflv^T^# 
^ff?g^Bt^{b-rsc i {^bb^o 

Pa ? {b^^£o 

tff5|iia4] lit^^b$nfcFif^®tfia^&HB^«:l3iB 

^^b^nfem^ottfi^Sfi 

±t3Bt^'fb^ ntm^Otf ^*±IBf3^aa«<*{^IB®^ s 
[it5l<JH5] ±la!^t^^b=^-?£fflv^Tl^t^Yb^n*:i|* 

±iBBi^<b^nfcm^oitii^ i: * tc±iBBt-^^b^nfc 

^ 4 Ct3®®f3li:^?S. 

[it*«6] iit^<b$nfcm^®ttfB^«-^<bf 5« 

Bt^-fb^nfcm^cfi^assM b> 
«^'fb=^-^&fflVNTnt^^b^nfc0f^®m$R*«^<b-r 

s ^ i: &i^2t1-S«^^b;&iio 
[iSsRJS?] pgS<b$nfe±l3Bt^Yb^-©d-fex P§ 
B{b-rsi:t©fi«3®Ht^<b^-tt> v;;^<J'-^--e$. 

mN^SS^fb:^r-*^-r S ^ t «:1tmi:-r5lf *il 
6 t|3®0«^^b7?^. 

[Bl*ii8] Bt^fb^nfett^ts^^feSfiu 
llt^-^b$tl•CV^/d;v^±l31$^ttfB^ Bg-t<b^nfc±l3tt 

^m^v±i3«^<b:^r-<£?*^-r s fctootsfft*^ ^± 

f3a-^<b^-*?*^b^ 

•€■©^^3? ntm^ib :Sr- V ^ ■c±i3Bt^'f b $ nfcm 

$R(±^ v;:^^'-^-^ b < J±S«foat^lb:^-®tf $a 
T'<fe S d 1-581*11 8 t3|3«®«^<b;&ao 

im^m. 1 0 ] ±l3S^^b^-^i^ 

±iB«^'fb^-^^^t-5fc««)©±l3tSISSrfflV>T. ± 
f3Bt^{b^ nfc4^^tilB^«^^b1-5^7^ «y 

^o«^^b^ nfei^^tsia Bif-f-^b ^ n-r V > 5Eci > ±134^ 



If 8 t83i60«^fb;^^o 
[sl^a-l-l-]- «--^-fb^tifcJr|3#^tf^i:Bt--t-fb$- 

nTl^^v^±i3i|t^tt^fi^:i)S-stb^cv^®^^ ±t3m^ 

•fb^-^ft^f 5fc^*otf?BA»?)^ ±l3-:^iPiHIS*ffl 
^^T|!gs^b$n■rv^5if*:^±fB^^^b^-s*^6, ^ 
®fTfc*;«^<b=^r-^&fflv^Ts Bf^{b$ntv>5±l3^t 

^:Bf^^b^nTv^^v^±ta^^t»$6^;As-st■r5^■e«si 

^)igb^ a^fb$nfc±l31t^ttlBi:Bt^'fb$nTV>55: 

[^^11 12] ±m«^it^nt=.m^(Dmmt. 

±t3flt^<b^-iis ±l3l3®jaEf** fci±±f3IH«gJ««J'fe 
jRiffl-r5>!r-:;^±tr±f3Bg^<b^-{c:m>-r5:ic^s 8ii 
a— K%)b<tt:t:D^{''^AfcbTWJ^ntV> 

5 :i i: ^&!t$g5tt-Sffi5KIB 6 {c:f3«oS^Yb*ffi<. 
[if*^l3] ±IBBif^fb=^-tt> Bt-t^b^nfcm^ 

®ff«*m^^b-r5fc«)©m^©V7 hii7 3iTOft't, 
±l3B^^^b:3f~l3^Ji&-r?)=i- Ki: btifA^nTV^S 

[if«]Sl4] ±l3Bt^fb^-li> «KlH]^a^ 

6 izmm(D'A^ih:^mo 

im^m 1 5 ] m&(Dmm^m&<o\^^it^--&m^^ 

t Bt^<b1--5 Bt^^bSH{3*V^T, 

-;^lRIMI!S^fflv^-^:|!gjl'^b-r5CltK:J;^) ±l3iit^^b # 

±l3|i§Jifb^nfeiit^<b=Jp-4fflv>T±t3m^otf«=& 
Bt-^^b-r 5 Bf ^^b^© Sr 5 :i t i: -r 5 Bg^ 

{bseo 

im^^ 1 6 ] PtBfb^nfc±iBBt^fb^-Oo t.^ 
|5ga{b-r5i:§oft«]OBf-^<b^-a:s v;;^^-:^r-T- 
fe5::i:^fei|^i:-r5if5t^iSi 5l3|3«OBt^fb^eo 
1 7 ] ±f3mil^b$nfcBgf^<b^-^fflv^T 

itt^tf ^^Bf^^b-r 5^ 2 OBg^<b¥S!Sr$ C^fT S 

:i i:S1tSJ[i:-r5tf*Ji 1 5 K:l3«6©Bg^^b^So 

im^m 1 8 ] Bt^-fb^nfcm^cff^asr^^^bi-a 
«^Yb^- V >TBt-^^b$ nfcm^®tf la&s-t^bi- 

1 9 ] ±l3Bt^fb=^r-l::^Ji&1-5«^^b^- 

**^-rsfc«)®tffasrf3t«-r5^ i ©lais^ists 

-7^lRlMIS*fflV'.Tv;;^^'-:^-A»e>±l3Bf^{b=^-t3 
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tf^tts |!g^Yb$nfc±l3Bg^fb^-cDat.s IsgJi^br 
S i: t Oft*!JCDBg-^{b =^r-T- 5 V ;^ ^ - ^-T' 5 

^{b ^n-c V ^ 5i|^^t»fa^i v±8aBt^<b^- t:*f js-r s 

«^Ybdr-<£^^-rS:t:«)Oti®*^5)> SMbfc±i3Fif 
^CDttlSSBt^^b bfeBt^{b=^-{^^^S-r 2)«^<b=^r- 

±iB^-^<b¥IS{i, ^CD94^^nfc«^ib:^^-?&fflv>T 

±iBBt^<b^nfcm^®tf ^«:«-^^b-rs ^ t ^mLt 
■rssf*« 1 9 izfsmom^imwo 
im^m 2 1 ] ±iBBif^{b=^-t^iS-r s«^^b=^- 

2 0 cta«o«^^b^s. 

[il*Jl 2 2 ] ±t3^fiK^®^±^ ±l3iiif^<b=^-t^ 
j^sf sm^^b^-4^■r5fe^*o±IB«^g&fflv^•r± 

^lt^ft#fc±f3i!^^tt^a^:^£it!Kb^ it«^iK*K:a-:3v^ 
•rBg^"fb=Jir-{c?Jj5E;r S«^^b^-&g^-r a i: 

mi-^m^m2 1 i3i3«6®«^<bsa. 
[it^i2 3] ±t3^¥istt. «^<b^nfc±i34* 

vNi®-^^ ±l3«■^■^b^-sr?*^■rsfc4^>©ti^A^6^ ± 

t3-?^[qIHt!S!(S:fflV^TPiM{b^nTl^SfTfc*:±fBa^ 

it^-^^tf). *cDiffc^£«^^b^-4fflv^■r^ eif^^b 
^n•r^^5±t3#^mfBS«^^b■rsiW^s^ a-f-fb^ 
nfc ±iBit 1© ^fb ^ n-r V ^ V ^ ±i3if ^tffii i: 

As-S(-r-5*-t?iiat3iSbs ^^{b^nfe±f3^^«ffffii: 
Bg■^^b$nTV^^V^±l3i|t^ti^^:AS-S^bfe^l§^ * 
® i: t ©±i3«^^b+-&±l3m 2 ©IBIt^lStclBtS^ 

■B-5^t^i^i:t-s^5Rja2 2izmm(Dm^ihmmo 
im^m 2 4 ] ±f&m 1 ol3^s¥le^ ±i3^ 2 <D%m 

^m. ±I3^^IS^ *iiV±iB«^ib^lfi!tts l-:5© 
1 9 tiiB^oS^^bSg. 

[fl*iB2 5] ±l3Bg^<b=^-^3M^B■rs«^<b:^- 
s^^-rsfctowtff^tts ^to^ 1 ©iBifi^iattBts^ 

So 

[If *JM 2 6 ] m^<\:>mm^z^^:'xm^^smm^,m.m 

«^^bSBC J; ■pT«^'5Jtg;&|3^ft-^S:# b. 

±lBt3^^i^tt^ -;^IplMiSfcSfflv^-t:|!gs^b^nfcl©^ 



^b=^-^fflv^•rBf^^b^nfcm^®ts^gs^^T*^^scl 
.[ig«iH2 7] ±|3l3#^s^^±^ ^e.ts ±i3iit-^{b 

=^^-trffl^^t:ag^^b?^^fci|t^ttffi*^^T•v^5 c: 
i|#SSi:-r Sit 5^11 2 6 tB3«6®IBii^«:o 
[if 2 8 ] ±i3iit^^b:^-H:. ±fiBIB^f*{3± 

JS2 etiBigciBM^JKtt;.. 

[0 0 0 1] 

[^B^®St-sttJl5^iF] **B^tts flgf^^b;&^^ Bg^ 
^bS@> 13^:???*, «^'fb;^^> «^<b^a^itFt3^:5 
?StJ;^-rti^As|3iii^nfetB^i««!:t:Blb. 
T^-f tf7^:4- (DVD) JfeifOlB^ 

{*ta3®^nfcV7 b'i7Ji7'*)b<{±7^— iJ's Sfctt^ 

>^ by-^S:n-bTtt!|i&^nsv7 h'i7i74.b<tt7= 

Bt^^bSfi> bBI§;^?*s «^{b:&^. W.^itmm 
^itFI3@iSi*tM-rs. 
[0 0 0 2] 

^-*fflV^-tBg■^^bbT^ COB|f^{b^nfcV7 h>>ai 

DVDi:i3i£-rs) K:iB@bfet), ^^y^r7-1{^S 
:^^bTtt^f sio^rbTv^So ^b-r, dvd-^^5/ 

|.y_^^^tTfilW^tlfcBt-^^b^nfcV:7 h^7:i:T 
Sfci±5=-^$'ii, S«J^ttiiS&^tlfc:±fiBBt^fb#-SfflV^ 

-cm^^b^nso 

[0 0 0 3] CCITN mm(Dvi^<hRxm^ih 
iz-oi^^xmmt^ic 01 2tts tfaoBg^{b2ii5«-^{b 

(j§lfifSm^) ASBg^^bSIK 1 S:ffl^^TBt^^byD>i' 

^ 1 0 1 T-Bf^^b^n^ Bt^:s:c (ni^tjj^it^nsT^ 

[0 0 0 4] ^tz. S^^bSS'S^ btCV^^ («¥iS#) Ifi 

c SSfli bTBt^3S: c 6 ^^IKff f 5 c: i: &^ 
[0 0 0 5] tz:?>X\ ±MbfcJ;o>5:Bt^^b=^-*ffl 

v^TBt^fb<£fT-53©-^s Bgf^^b^r — mifimm^nx\^ 
^"^t. j-m c:®B|f^^b^-l±^ ^iE^mom±izM 
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[0 0 0 6] 

[^B^*5«??*bJ;-5i:-rst$®] bA»b?i:Ase>s Mmiz 
^bT*3A»^e{tnl^55:6^cv^c ^LOtzHb. s^mh^-ifi 

[0 0 0 7] ^>-b->^:i:T6<3tlBt^'fbdr-AS^*?) 

[0 0 0 8] *^B^B:^ ^(DJii'^ttm^Uzm^XtJi^tl 
tzi)<Dr'^\). *^BJ(DgW^±^ Bt-^^b^-^&PSS^b 
b^ Bt^ib^-®waS^^{3■rsBg^'fb:5^^^ Bt^^b 

[0 0 0 9] 

[|»®S:^?*-rS&i*0^^] 1 lC|B«4®Bif^^b 

:^mit. m^^t^-t:-:&\Pimm.^m\'^xmmib\^. m 

S-fb^nfcBg^Yb^-^fflVNTm^cDtf^SBf^fb-rs 

[0 0 10] m^^4:iztm(Dtm-:^^iii. -T^iRiniSt 
m^otf#*§Mb^ H^^-fb^nfcBT^ctH^R&iB®}^ 

[0 0 11] Bi*«6tlBS^©«^^b:&^{±^ uif^^b^ 

nfem^ctsfa^sfibs -;^iPi5ii!jsrfflv^Tiiga{b^ 

[0012] ii*ia 1 5 t:lB«^OBif^^b^Eli^ -*fnl 
Ilii^fflv^TPtJi^b-r s i ?) Bf^^b^^-^^^t" 
PSS^b^nfeuf^^b^-^ffiv^Tm^® 
tt$R4B§-tfb1-sng^<b¥IS!i: s i; ^^SSfc-r 

So 

[0 0 13] m^mi 8 i'iBi8©«^fb^sttx Bt^fb 

F (k) =DES (IV, k) 
iZZX\ IVIi, Initial 

[0 0 2 0] -;5[qi5imtffid7;u=f'JXAiib 

[0 0 2 1] -block cipher (produ 
ct c ipher) l^©T;i/=fUXAo 



fflv^Tiig^{b$nfcm^otsfa*a^<b-rs«-^<b^ig 
[0 0 14] m^2 6iztm(D$dmmmi. m.^im 

^b ^ nfem^©tB^s^^T• i ^ s h ^itm-r s . 

[0 0 15] ±|Bl^■rn®:©^{3^3V^tt»^ Bg^<b=^- 

i: bTtt-^ipiMtstT-PiS'fb^nfe e>nsc 

[0 0 16] 

[^B^©^0ffj^] m 1 1±^ ;*:^Bj©Bif^{b:&^^JS 
ffl bfeBt^{b^-®PgBfb©:&^©^J^£^-rEI"t'$)So 

|i]E{r:^3V^-C^ «W©Pia©B&-l-{b:^- (v;^^:^- 
(Masterkey) (K 0 ) ) ^cMb•r^ V«t)i9)S 

— :)^[nllliSF (one-way Function) SfflV^T^ iRfflPSS 
(Ver. n) ©Bf^-fb^— K 1 A^ffM^^xSo d^l 

X. F H;v^t.i9)S-:^|BigllS©l-^-es Bt^fb:5p-K0 

*^^?)KlSr«fl[-rSihJi^gCt*g-2)As. ^©jt©^^ 
fiP*>s Bf^^b^— K 1 A»e>K0^85»-r5Citttfii 

toT mmxt!) Sid js^t^ piMi4©«»&ff KtgtT? 

[0 0 17] — :i^|qIMS!tCI±^ Data Encryption Standa 
rd ( DES, National Bureau of Standards FIPS Public 
ation 46, 1977) , Fast Encryption Algorithm( FEAL, 
S.Hiyaguchi. The FEAL cipher family. Lecture Not 
es in Computer Science, 537(1001), pp627-638. (Adv 
ances in Cryptology - CEYPTO '90)) © i -5 ^SBg^fb 
ir^l^rfUXix^ fe5V^^±Message Digest algorithm ( M 
D4, R. L. Rivest. The MD4 message digest algorith 
m. Lecture Notes in Computer Science, 537(1001), 
303-311. (Advances in Cryptology - CRYPTO '90)) 
Secure Hash Standard ( SHS, Secure Hash Standard. 

National Bureau of Standards FIPS Publication 18 
0, 1993) ©J;-5^;^ ^y-fe-i^^S^-fi^^X hT;L'=fUX 
ASrffiffl-rSChtfT-^So taH. DES. FEALt 

^j. 1993^7^j k:i¥*ffllclB«$ixTV^S, 

X. -y5\^mmz^^^x. m^m-fx^^\zmm-t^o 

[0 0 18] DES©®^. — ;iJ[qiMt!Si:DESi:©H 
ttt, (1) t^-rJ:d'&:BHJ^*5feSo BPt)> 
[0 0 19] 

Ve c t o rT?$i t)fiEic. kliSI) 

• • • (1) 

[0 0 2 2] block cipher (produc 
t cipher) 3^®T;i/=f UXAIi. (2) \Z 
J: -513, (Plain text)Ss®(k 
ey) ^m^-^X. Bg-^-fbU Bf^^S: (Cipher t 
ex t) 4f#?)o 

[0 0 2 3] 
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C = Enc (P, k) 
(fc;eU Cttc ipher tex 
Pl±plain text 
klikey (Si) ) 



t. 



[0 0 2 4]fiPt)> keytcMbts :/ayi>St3fe5 
fl©hash f unc t i onCJ:f5s MM?3T-^^ 

[0 0 2 51 i)^K:> p 1 a in textSr^^— ^Og 
#g|^icif^ff -5 p e rmu t a t i o n box-^'s 
ubstitution b o x HISv "i? > Kaf o 6- 
F (k) < = = >ak mod p 
(fefiU aj±3r^®^t»s kim pli^lS) 



• • • (2) 

0iJ^«gfmWiSiSffiSI^ (Exor) ^m-To 
[0 0 2 6] $ fcs iSime^T;uzf u XA^±^ ( 3 ) 

[0 0 2 7] 



(3) 



[0 0 2 81 tJi^. ±13^ (3) }i*VN-Cs IB^ <■< = 
= >j H:^ r^fij Slil*bTV^So 

[0 0 2 91 BP-^^ HI»F (k) raSrk^bfct) 
©?&pT'i!l-='fcs^!3j i:^S-rSo CIOS-^^ @ (k) 
ifi^F (k) li^aK:*i*S:ii:*^T'tSAis F (k) 
ifi^ k<£5^«)5<Dli^^^{caiiT-fe5o 

[0 0 3 01 :icDJ;^irs (F) Sffl^^■rv 

Ki=F (Ki-1) (fc:eU i = l, 2 

[0 0 3 2] isfitnji. 
m iniWO T-feSo ^^e•3■r^ ±^£Lfei^t:^ 

[0 0 3 31 ^I^-Cn *^B^lC*(t5V7h'>3iT*fc 

IC, a«]{-Blf-^^b^-Kn (Ver. 1) SfflV^tm^S 
^ag-^'fbU Bg^-fb^-Kn«:Bif^<b^nfcm?a{3?^vJ- 

■r5A>. *,b<ttS'j^«iii&-rs^ifbt^— tfi^ia^t- 
[0 0 3 4] ■ebT> 4)U C:OBf^fb=^r-KnA5g|®| 

±©PiS (Ver. 2) ©Bg^^b^-Kn- 1 SfflV^T 
Bt^ibU Bg^<b:i(r-Kn- 1 ^3.— tf tzBE^-TS J:-5 

m^ntz^^ih^-O 1 •0±©|lgB(DBg^^b^-&fflV^ 
Ttfi^^B&^^bb, ^OBif^^b^-^r^-tftK^-rS 

[0 0 3 5] m^ii. a^ociE^^nsfiTisicpi® 

(Ver. 1) (DBt-f<bJp-Knl±s »J®PgS (Ve 
r. 2) ©Bg^^b^^f-Kn- l*»e>MiSF?£fflV^TllJ» 
^nfe*)©-e*-5o 5ll!(F^ffli^s:ii:i::«t 
^3^ Pgf-t^b^-Kn- 14^e)Bg^^b=^-Kn4^^lC}» 



p^^df._Ko*^e.Bt-^'fb^— K ii)S5i<«)e)nfc=^N i^vn 
i:. |5]^«ir-;i?[fiiHti (F) ^fflv>tx (4) 
fidts IS»[Bf^<b=^r-K2, K3, • • • Kn- 
1, KnAS8l»^ns mmih (Ver. nlTJMVer. 
1) $nfcBg^^b=^-*^ffJf£^*T'S«' 

[0 0 3 1] 

, 3, • • • , n) • • • (4) 

»-rS^li:*ST'&s Bt^-fb^— Kn- l*>e)?SSt^tlfc 
B&^^bdp-Kn^g:fflV^t:, Bt^{b=^-Kn{rJ;-3TBt^ 

'fb^nfct»#^fe«^<b-rs:ii:4ST-#So WTs 
tCs if©1Sf^^c:^3V^■r^)> ilt!(FSfflv.2)^i:t:<t »)s 
»J©Bt-#Yb^-S:M»-rS 3 il4ST-§ So 
[0 0 3 6] tJ^oTs :3--1fttx ®?Sl^n•rv^^:V^Sff 
©Bf^Yb=^-&«^bT*5<:/^^tT^ «tf©Ht^'fbdF— 
CJ;^-CBg^^b^t^fct»^R;e»tT•:&<^ iUSu©Bg^'fb:^ 
-{3 J:-:^ TBt^<b$nfct»ffit)«^^b-r S c: i:AST- § 

rsts 3.— tfji. fi|^^nTVA:&V>««f©Bif^fb:¥~© 

-ftt)»)C^x^-=^-^«^bT*5<:effrN r^-c© 
Bg^fb^- 1 J; o-CBt^{b^nfetSfa*«^<b-r S c i: 
As-r-tSo :int;J:t)s Bt^{b:^r-©es^^^tt-5 

[0 0 3 7] B12tt. 7='^;:^^5'i£^^fiK■rS^M^::*3V^t^ 

im^ii. DVD) #©i3iajS5i*;t^ 

iJ', V7 b-^xT^ if ®mifi <¥:iC7'-^ : Plain 

text) ^^itL-ztmr?>h^(D^m^m.mt 

^3^3v^T^ m 1 bt|5gS{b$nfeBgp^lb:^-©a 

M^J&tSf^ (Pgli) ©Bg^^b^-SiltRU -^©jl 
IR^tLfeBf-^'fb:^— Sr?— ^J'^- (work key) 

e>tlfcP/f^©i!J*'^:**©^J*^'^'^^S^ (magi 
c number) i:U 'i<D-^^yy^^'^^:^y'^^:^ 
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S 1 T'3iiRbfc'7-^'^-*ffl''iTBif-^{b-rS. -^b 

(encrypted magic number) 
ifi. m3lZ7jktXoiZ, 0mi. DVD lORlf^CD^m 

[0 0 3 8] mz, ;^7^«y7'S3C*5V^ts lilb:tv^tS 

U Bgf^^b^tlfcti^ (c ipher text)<&D 

VD icDm^oJ®mf;i3@-rs. 
[0 0 3 9] mc. ±v^vrzs§^<h:^mizMm-r^^^ 

[Plus 5 l*fc{±5 2K:«*&^nSo '7-i'=lr-:tfig[elES 

5 3{±^ 01 t^^LfcPSB^b^nfclli^^b=^-©•5t.^ 

nfeBt^<b^-<fe'7-i'=^-i:bT> Bt^^bElESS 1, 
:^-^ffll^THt-^^b-r-5o ^LT, Hg^^b^nfeVi?-;/ 

[0 0 4 0] Bt^{bli]ES5 Ui> m^^ntz^:k 

5^_>j^^g:y_^:^r— S:fflV^■^:Bg^'^bU B^^^b^nfcW 

$BSrfBiatse5 4trflt*&-r5o -eb■r^ ia^a5 4 

0 3 izm-m 5 1 ^ l^^ D V D 1 ©FJr^CSmtrffi 
[0 0 4 1] 051*, ±iebfeJ;-5t:b-c^tfiK^nfcD 

VD l^&ff^-r55='-f^^7"V— I:'- (DVOT*!/— V 

-) ^z43v^•r, DVD ici3Si*nfcBt^{b$nfcmi6 

feSo I C^«;'7*l 1 tl±, vi^^/i^S^ (mag i 0 
number) , Bt^^b^flfevi^^;;^*^ (enc 
rypted magic numb e r) J^y^Bg^ 
■fb^nfcfffH (cipher text) ASA;t;^n5 
J;^^C55:$n-CV^S. llt^{b^nfevi;^y>>S^i:bT 
{i, DVD lA^e>ll^^nfe*)®3t)Sttii!&^n, vi^y^ 
S^tbTlix DVDT'lx— 1?e#i)Siag=>'^te^^U55: 

t:t::'Ri^bTv>fct)CD*Ss ^©^^'J*»e)^^^tB^t^■t 

[ 0 0 4 2 ] ^ ^ U 1 2 li, 0 1 bfeBf^fb^— K 

- bt ±i3Hi!i FSfflv^T^i*?) ntm^oiaft® 

Bt^'fb=^r-> iPt.'7-^'^- (work key) 



nfc'7-^=^-<&vi^^^J' 1 3{3W*&-r5J;o{c^c$n 

TV^-So -ebT, «^fb[H]IS§l 4H:, Xtl^tltz^it 
^nfcti# (C i phe r T e x t ) ^9-^^— 
fflOT«^<b b, (Plain text) 

[0 0 4 3]i»Jl3. 06iC^xb>t7D-^-\'-h&#^ 
bt, I C^^^/l/l IrtiCiMtSDVD ItlB^^nfe 
Bif^<b^tifctS^g*«^fbf 5¥IB^::ov^TiiBJ■rSo 
ftlUts 7.y^V-:fS 1 lK:4^^^■r^ DVD \(Dm^(D^ 

ho iJrc, Xt^^^t'S 1 2\izm^. 7.7-^i>z^S 1 ll::*5 
v^T^^^jlai$^^fellt■^^b$nfcvi?>^^^»^i:^ DVD 

^ifi-rs id K: bt 9— **fc*o 
[0 0 4 4] |lI6o::^7^\y:/S l 2\zi^\1fh^ 

{3, rs2 il;:*5V>-rx i C5=-^j'7'i ic^^U 
1 2 J;t)v;^^:i\r-#^*^W^n, 
(k) h^nSo ^btx c:®311R^- (k) «^ 
■fbUlESl 4l3tt*&^nSo (k) tt, 

3i;i£®tR ^ I ^ S Bt^<b=^^- * * o t" S o 

[0 0 45] iRfCs ^5=- -^rS 2 2 ^-^YblelES 

i4{is «tiis&^nfc> l^t^^b^n•rv^s■x'i;^;;^s^ 

(MNe) ^SiR^- (k) !&fflV^•r«■^'^b1-So -^b 
T, Bt•^^b^tLTV^SVi?>;;^#•§•^rS^R^^- (k) T 
m^fb b&ijgll i: V As— Sil" S 

«^^bbfeigll^:l^f^<b^nTv^^^v^vi'>:'^ 

S^^:4s-^![b^V^^:^|aJ^^nfeS-&^ Cl©51J?=5P- 
{i. Bt^<b^BiHc:^3l^■C^ Bg-^{b^nfevi;>y ^!7«^*B§ 
^^bbfcBt^^b:^-T-tt55:v>i:*J^^ti5o ioT, 

y^yZTSZ^^zm^-. (5) tl^-fjiot, MiR^ 

- (k) iP?)-;^|qIIII!S (F) $rfflV^■C^ *©1tftOI© 
^•fb=^-*JSStu ^tv*fffcl33SS^=^r- (k) h-r 

ho 

[0 0 4 6] k = F (k) • • • (5) 

[0 0 47] ^bt. WV> yC5^>v7'S2 2l;Mt)x ± 

[0 0 4 8] -T^s ;^5=->J'7'S 2 2C:}3V^T^ Bf^^b^ 
tlX\^^h-7i^^^^m^^MiR^~ (k) T-«^^bb}tM 
Hi:, Bif^^b^n•rv^35:l^vi;>;;i7#^A^-a■r5i:*|J 

^^titzm-^. mtR^- (k) (is Bt^^bffl]^c*3v^■c^ 
Bt^-fb^nfevs; ^#^&Bif^fb bfeBif^^b^-T-fe 

•5i:ifJ^$n5> X-dX. 7,7-^i/yS2 41izm^. «^ 
^btilESl4tt. zioSiRdE^- (k) ^fey-i':^— i:U 
■enSrl^i';^^ 1 3t««&U Ui^:^^ 1 3CI3fl$-& 
S, ^bts ::®07CD7D-5^^-h©Ma*^MT$ 



(7) 
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[0 0 4 9] ^©^s |E|6©7P— ^-V— h©:^T-\^7' 

^tlTOStfii (C i phe r Text)S:s'7-^ 
^-^&ffll^•C^-^Ybb^ :5p:jr5?_-^.(piain Te 
xt) }L\yXWl-t^^ 

[0 0 5 0] :L(Di,o\z.^ I C5=->i':/l 1{±> v;<^- 

fB&a^fb-r s :i i: AST- ^ 5 o 
[0 0 5 1] ±^lLfeJ:^^5^^s*^ n>tfi-^©v 

t^jv^T. Ht*<b^nfc«l6AWfb^ns^]i<£ 
7D— f^^— hT-feSo aytTi— ^ 

li. E5t*t^5-r5J;■5^«^a«^l*|jicbT:^3^3^ ^ 

[0 0 5 2]^Jx.«s 09*#S3bT^ili-ri>ia{3, 

DVD tEPSiJ^nTE^^nfcm^®p§Ji®Bif^<b=^- 

(Ki) ilin, n-l, • • icv^t* 

nAO s^-- tf*5^-5i^-b'*:frb-r=i>t:j.-^{rA 

fcsrr®Bt^<b:^-s§itb> ^n^m^o^^u (^n 
^if. RAM) iciBis-rsj;ac«c$nTv>So 

[0 0 5 3] fiWK:, >y :/S 3 1 t*3V^T^ Xti^ 
nfcm^©Fi®©l>t^^bdp- (Ki) As^^ 'JiPfjggi!^ 

tH^n> mi-^- (k) i:$ns. :i-tn 

(k) tt> ±aibfe^^i:|Bl«li3s 3^ilS?^^^■CV^?> 

Bt^Yb^-s«-rt) o i:-r 5 . 

[0 0 5 4] iRlC. :X7"^V7*S 3 2K:Jt*^^, Bf^ib^n 
TV^.5Vi?«^:>S^AS®iR=^- (k) ^ffll^■r«^^b^ 
n^. ^bTs Bt■^ib^nTV^SVi;>V^/S^4®lR^ 
- (k) T-S^^bbfeJgStvi^^y^'S^tAS-a-rs 
A^gA^AJ^IfJ^^nSo «-^<bbfc:ig*i:Bt^<b^tlTV^ 

tRif- (k) tt. llf^^b^lit43l^T^ Vi;>y^#^*Bt 

^'fbbfcBt^fb:^-T'ii55:v>J:i|iiJ^$tt5. J:-^T> :x 
T^^yT^S 3 3Kji^^*^> ±13^ (5) t:?^bfciofc:^ 51 

^jii:^- (k) is'h-:f5umm. (F) ^&fflv^•r^ i*:©it-ft 

©Bg^<b^-*Jl5itbs ^n?£fffci;jltR=^r- (k) h 



■rs. _ 

[0 0 5 5] -^bTs W?>\ ;:^-r^':7'S3 21;^!)^ ± 
jigbfej^-^^lR lfll© jt!L^S:i^t)jSb^firt-5. 

[0 0 5 6] ^T^vT'S 3 2^3:fei^■r^ Bf^fb^ 

ntV^€)Vi;>j;^S^^311R*- (k) t-m^Ybbfeiig 
ll^v^^^;;^S■^^:As-S!^■r5i:*lJ^$nfcS-&^ SIR 
^- (k) {is Bf^{b{iH*V>Ts viJ>:/^S^^Bt^ 
{bbfeBt^{b:3|p_-ffe5i:^|aj^^n?)o J;-3-t> 7.=r^v 
:/S3 4{CJi^^^l^ 3©®*^^- (k) ^-7-^^-^; 
U :I©7-^:^p-A»m^©^^'J(^^J;i«^ i^i^:^^) 
tlBlit^tiSo -^bTs ^©lasc^D-^^-h©^! 

[0 0 5 7] ■€-©^{±s E16©7D— h©;^7^^' 

':r^\Z\zm.H. :^=rv-T^\2 (08©:^7^^i'7"S 3 
i;;5SS3 4) ^r^5l^T5l^^*e.nfc'7-<^'=^-*fflv^ 

X. Bgf^-fb^tifeWIR&a^fbU (PI a 

in Text) bTm:ti-rs. 

[0 0 5 8] :i©J;dts ^^^b^nTi^stf?a©«^ 

{i^ SE*^nfcff«©|!tJi©Bif^^b^-^'S■^v^Ts 

55:<i:t)^©Bg^^b^- (Ki) s *fett*©Bt^Yb=3P 
-©PSSi t) *)^SV^Pgji©Bgf^<b^- (K i - 1 72rMK 

1) t:J:r3-CBt^fb^nTv^i)+S^g*«^^b-rscaAs 
[0 0 5 9] C:©J;^C^ *^B^©ll^ffi©ff^®^'*5V^T 

{±; eifoBt^fb:^— (v::^^'^-©»-&*#t)Ws 
u ■ffi^©PiJi©Bf^<b^-©®-&t)«»3i#s) ta-cJ 
^^T^ ^timfla©Bt^<b^-{3j:oTBg^<b$nfctf^ 
^&*)«^'fb-rs:ii:AST-*S©TN S«r©B^^<b:Jp-;/2 
lt*iBl5SbT*5JtK<t<> ^^e*©J;■5^r^ Bt^'fb=^r-AS 

Bg^fb^-As^H^nsfifr. ^nwsti©H§ 
^■fb=3e-{3ja;iTfffc^Bt^ib=Sr-^t3ffibs ss-rs 

je>SAS5S:<)5:!3s Bt^{b^-©ea*§St-r2.Cl i;As 

[0 0 6 0] sfcs El5©ll^s©^l$®t:fc^^^:tt^ Bg^ 

ti^-&s ^©^'^^i*iT-Bf^©i!se©Hi-t<b=^-*ii» 
u Bg^{b^nfct»fa*m^<b-rsj;ocbfe©T% b§ 

^■fb:^-As^g|5lzignSii:5£«JffiiJ-r5^i:AST^> Bf 

l3^©ff^^^3*5v^T^±, Bt 

■^•fb$nfet»$B©a^<bi!!yii:S|S]-©«^fb[ilI^l 4 
T-ffaJ:atbfc©-C% fllfiK5feiaiBS<b-rs:ii:AST't 
5. 

[0 0 6 1] E 9 1 1 5£#.^bTs Bg^^b 

[0 0 6 2] H9I±^ Bif^{b^-*DVD©'{r-;^-^D 
VD gf^^ilWJbTBE^-rS^iJ^^bTV'So 
[0 0 6 3] m^©l'gJi©Bi^'fb^-A{3Mlici 



^J'-l' h;i/B4SBB@^n:tDVD 2 2®'!r-;^-^DVD 2 

2g'tt;©«®^l-EPSyrs. ::©i^^3bT^ Bt^ib^ 

[0 0 6 4] fe-^)V^{±^ I C*— H^(D|B@iEf*{3Ht^ 
fb:i^-A^St-7^-<J'^B3^bTDVD2 

Sfe, I c*-h'^®IH^i««-it^fb=^r-B^fem-r7^ 
-^^fB^btOVD 2 2i:i:*){3SB^-rSJ:o{;-ri) 

[0 0 6 5] ^— D VD 2 1 t:n^-r^m-^. d 

VD 2 llrWJ^n*:Bif^fb^-AS. nVl^i-^ 2 
3{3^-4?-K«®A;t/^a2 4^ffl^^TA;^J■r5. n 

±jiL*:J;^C> 05{3g^LfcIC5=-J'7'l 1 

ASff^i^tix in-feiit^Yb$nfcts«^«^<b-rs«HB* 

[0 0 6 6]ife{3s DVD 2 1 &E^1**6DV Digital 
t)^SC-k^' ^■rSi:^ =i>l:^i-^'2 3{±. DVD^ 
i^J^Bl?)^«€:^bT^ DVD 2 l*»e)Bg^'fb^nfc+f^R 
U :Jfet A;'3^nfc!f&-^^b^-A{ca■:5v^T^ 

DVD 2 i*»e.»g5^;tttibfeBt-^'fb^n'rv'>s+»$as«-^ 

fb-rSo D VD 2 2 toV->T*)DVD 2 l©J^i;lRl^ 

cbTs ^:iiria^$nfeiit^^b$ni:v^stf$R*«-^ 

{b-r5Cli:*5t-t5o 

[0 0 6 7] iJe-^Ts zo&nts DVD©^J''f 

S/^-5Bf■^^b^-SBB^■rSS^^ fi^J^Ks DVDCiJ' 
iiff $n^cBg^^b^-Sriy >3 S J: d *(:®^{cig b-c 

[0 0 6 8] m^l^. h;uAt^jS^SBg^<b^- 
AASQPSS^n, ^'-f ^;^ACW^£;1■5Bg^<b^-AAS^ 
^©±©FtJi©Bif-^'fb=^— A2tMff^n> ^-f h^'l'A 
©i^liASBt^^b^- A2C ct oTBt^^b^nt V^ 

r-t)> sff^nsffi©B&^^b:^-A«, E8^#BSbT 
±MbfeJ;oC, Bt-^^b^-A2A»e>m^oMffC<t^ 

©Ht-^fb^- (::©®-&s B&^^b=^r-A2) ;^^t^&fflv^ 
WBu©B§^^b=5r-t:-Ht-^<b$nfc^''i' y-jvA^^m. 

[ 0 0 6 9 ] 0 1 0 tts Bt^<b^-&«^<b-r S fci*© 
^jyYO:^T\z^ B|f^<b^-4*-r=i-H^JfAbTB3 

^^j-rs^a^^tbTi^So 

[0 0 7 01 fiPt.s f^^Mmtim^iht^m^itmi 

3 3 tiS^t'&^^TV^?)«•t^b®feK)©V7 bi^xTCtf 
13, Bt^-fb^^r-^at-rJ-KA^ffA^nS. ^bt, d 



©^^{bat53 3&n>tri-^ 2 3t^«f So cm 

irit), a>tri-^2 3t±s DVD3 1, 3 2t:iB® 
-^*lfeBg-^-'fb^-nfcft^&«afba^K.3..3.<£.ifhb_T.«^.. 

■fb-rs^iiAs-r-*, «^-fbbfet»fBt3^f&-r5i!jiii. P 

[0 0 7 1] Z.(Dmii. DVD©^W h;i/t«ce.-r, IrI 
-©Bt^^b^-SriS^t- bt l^ 5 o 
[0 0 7 2] C:0«?ll©®-&, 3>1:^J.-^2 3^ 

^b^-^«fSlHl)^$lS^^^±*^i' hy-^j^^&iibTrjytr 

i-^ 2 3J3BE^r?>i^C:-rscii:4)"BIt6T-feSo 3 

•risflj^nfcgff©Bt^'fb=^r-Ss «^Ybaffi3 3®« 

■^'fb©fci4)©V7 h>^ac7'©1i}-t31S$-^5o 
[0 0 7 3] ^bT. nVtfj.— ^ 2 3{±. ^©Bt^^b 
^—^m^^X. 06*3J;U^08&#,^b-t±iEbfcJ:o 

icb-c. DVD 3 1, 3 2izmm.^nrcimm^m^<t-r 

[0 0 7 4] Sfe, Wi^HSISfctt^^;' hy-^&^b 
-CBt^Yb=^r-CJ;^TBt^<bbfct»^S1Si^U =i>tf 

-^'&c/^bTffi^^nfcHg^^b^-&fflv^■cc:©tf#^ 

^-^^b-rs. 

[0 0 7 5] fc^l^T-s 01 &#,^bT±iEbfcJ;-5 
pgS<bbfeg«]©B&^^b=^- (KO) — 

SliSl (F) ^fflV^T±T©Pig©Bt^^b^-5ffM■r5 
ciii*sT-§s c©Bg^Yb:Jp-KO<&v;:^^-:^— i:-rs 
ci;AST**i)o «c:-r\ ci©x':;^<J'^— ii^cSBt^'fb:^ 

j3<c:t:tj;?), z:©Bt^{b^— KOi)»e>^T©P§S© 
Bg^{b^-<£{tfiKt-53i:*ST-#, i^cDSU^ih^- (K 

i;^SKn) fBt^ib^nfetiiB-^tim^^b^sditAs 

X. ^i»lHlES^©>'^-H'^7 3i7'l3S«)ii*nfc7^— 
®f^fSc:i:J±HifrfeS©-es c:©J;ot:bTBt^^b 
:i^r-©^IE^ffl ^nUt S c: i: A^T- & S o 
[ 0 0 7 6 ] El 1 Hi, ci©J;'5l3««I5lKtBi-^^b=¥ 

-^s*t>3i^■r'BS^■r■5^?!lS:^bTv^So pEit^jv^ 
m&(D'^mm^^^-t^mm^i^i.-^x. -^zk^^ 

-&IBtiS1--5««lill^4 lAsiSilg^ns. z.(jymmmi 
4 Itclis ESC^bfcl C^^;'^! \ 

•r5ci:A*T'#?)o -ebts c:©C?!l©®-&s c:©ft«[l 

1^4 l*sS!ig#At««&?n, Si3g#A{;J;^TDVD 

T-i/— \'4 3{3mi!^iii*nfc^, ^-iff'Stfli^nso 

[0 0 7 7]— DVD4 2{c:li. *«ls]ES 4 1 ASIB 
1t■r5m^©|!gli©Bt^^b^-&ffl^'^-CHt^^b$^^fev 
i^>v^^S^, j3j;t;tc:©Bt^{b^— ^fflv^TBt^-fb^n 
fcm^©Bt-^fbtf ^SA^IBii^ n S o 

[0 0 7 8]^— 1fA^ DVD 4 2SDVD7'l/— 1r4 



(9) 



1$M¥10-003256 



^Ebfc<t3 t DT^ '7—^57 dr-4S*i?)e)tK D VD 4 2 

[0 0 7 9] cicDiot, mmm^^i^-^^^^-"^ 

idm.^-^fzm'^s DVDT-l^— \'4 DVD4 2H 
^tiX^^tzhLXi). DVD4 2t:iB®^n;fe»t^<b^ 
[0 0 8 0] «aias&4 1 1 v;^<5':^r--ei±^c 

^(Dm-^. -e©B&^{b=^-*fcJ±€®Bg^'fb 

J: »){Sv^|igg©Bt^ib=^r-lc i^-CBif^^b^nfcm 

$a*SDVD4 2C|BSi^^^TV^Sfc^^ DVOT-U— ^ 

4 3 j±. DVD 4 2vitm^titzi(Dmmt:m^<t-r^ 

[0 0 8 1] dCDj^dc. m^omaieiesirm^fflBt^ 
■fb^-<&iBm^-B-s -en&DVDru— \'4 sicm^^^ii 
tf?^?^^±^ DVD©^-f h^uKifife^-riRi-cBt^^b^- 
^gB^-rsjyi^t^abTv^So 

[0 0 8 2] W±OJ;oK:^ Bt^{b=^r-^-*|p]HISS: 
ffli^TPgSYbU pge^bb*:Bif^^b=^f^-Oo*)^ ■(i^® 
PiSOBt^^b=¥~<&fflv^■rtf ^SBf^fb-r a 

J±a«f®Bf^<b^-S:«^t-Sfit^T% J.:iHtl®Hg^fbdf^ 

[0 0 8 3] C^y^Ks la 1 1 HS^bfcflJfiCffJSIlis 
iz. ^^i; by-^^$::n-b-rBt^<b^-©^Di:»)^S:^ 

f SC:i:A5-r-^5o BP*.x DVD4 2CV7 b'j7 3iT-?> 

Ijiii^® tSffi A^W^® PSS ©B^^^b ^- 1 J; -3 T Bg^^b 

fnjiiij (F) ^fefflo-cffi^opg^oBif^^b^-^f^fia-r 

i):ii:AST'&> DVD4 2HtB^$tLt:V'>5m^OPt® 

cDBgf^'fb^-i-.toTiig^^b^nfetsiB^a^^b-rsi 
[0 0 8 4] cini;<tt)^ ■=i--iftt> iu^it^-ifimm 

^tl^tti^i^XmrntU DyD4 2lzmtzi3:mm<Dm 

^it^- izx-^x m^it^ ntzmmnfimm^ ntztLx 
^m^<^izMm-t^::.ttii<'i:ti^w.^<tLxn 

[0 0 8 5] Sfes llg^^b^-^&IBtS-rS»«lHlK4 1 
4*btV^)5:V^DVD>^^— V-{3*5^^t:tt^ dCDOf^ 
'fb=^-{' J: ^ TBt^^b$nfct»$8As|e^^nfe D V D 4 



mwizmm-t^^itifix^^o ^mz. Bt-t-fb^-siB 

lit- 5m^»te4*bTV^^d^V^=l>t^^-^^34b'V^-C 

ntzm'mmi^^iEL<n^t?>^t-b^x^tt:u(ox\ m 

[0 0 8 6] $e>t> DVD^i:if©tBia^f*:^fctt-eO 

^-;;^l3Bt^<b^-?:Sf t;u7t-^^j' iit^s 
fe5v>{i5^D^^A^$9]i?iJb;t ^)^ ic 
Hiciif^{b^-t*t^5-r57^-4'*IBiS$-&fc t), 

{r^;5-r?,7=-i5'<&IBit^-&fc»), m.^it0 
V 7 h "i? iT®4'{3D^-^'fb=^r-tMJi5T57=— ^ 
A bfc t) s S ?> V^^±«ISlH]«|■^^ h y b 

T'fej^-rs^jfb-r. misbx^mizi^^^h^-^m^t 
[0 0 8 7] tan. ±mmm<Dmm^ii^^xti. tmu 

i^hbTDVD*fflv-«-5J:ot:bfc*s^ ^m^tuzm^ 

$n5t)©'t-{±^<s CD-ROM, MD {S.=.y^^:x. 
P tf7^-f ;^ ;>^©-e©ffe©f3layK<*^fflV^ S J; -5 IC-r 
[0 0 8 8] 3|5:^B^ttx 

h^-i'^^n^b-r, mm^mmT?>m-^iz^Mm-r^z. 

t.ifiaimX'$>Zo 

[0 0 8 9] $5>J^> ±tBll^f50ff^«C*iV^T^±^ -^i^ 
^ D V D y I' — V S # A^KIf ;>« ^ U ^l^^i^ 
f 5<t-5lc:bfe*s, «»J^«^ DVDOBf^©«m{::fB@ 

b, ^ti^m^mvx'^^immi ^i^xti^-^?>j^'^ 

tfSciiifeBJtETfe'g). ^©®^^ 04t^>-rJ;'5 

i^iciBS^nso Bi^ 
-fb$nTV^Stf$6%V7 b-^a^TCi^T^^^b-rsJ: 

^^i>yi-=i>\^:i.-i'izfHmhXs ic^^^yizm.^wi 

■(■^SfftJ-ttSiai^bTt) J:v>. ^©®-&s Bt^fb^- 
SIBmt-s««lHll^4 1 ^^b•rv^^ev^=l>l^i-^ 

B§^^b$nfett«'fciEb<«^{b-rs:ii;AST'^^ 
V^©tN ffi$80*iJffl^3®«t^S'JPa"^SiIfci)S-CtSo 

[0 0 9 0] *fgB^o±e*^gll^ib^^v^iEH^;* 

[0 0 9 1] 

[^B^o?ai*] W±©ri:<> ^5t^ra 1 CIB«©Bt^^b 

m^m 4 ti3iffi®iBiii:&?*s ^sttiH 1 5 iz%m<D 
m^^mm. iixz^m7!^m2 6\zfdm<Dim.mi^i^xn 

li. v§mt^-t:-:^\Hmm^m^xmmi\:.i-^Xolz 

Ltz<Dx. w.^itmizis\^x. 
-rsfdifcv *v>Bt^{b^-T-Bt^<b^nfcti®**)m 
mtr^ziiifix^. ^^^t^--i^3im^ntzm-^izii 
tt s Bt^{b^-©mf^ea -r s ^ pitgi; 



(10) 



iltM^lO-003256 



[0 0 9 2] ||5)^Ii6ttB^e®m^^b;^^^ 

J;^ bfc®T-.. «if®iit^'fb^-*«i^-r5:eitTN 
*l^Bt^{b:^lr-T•Ili^^b^^^fct»fRS *«^ibt- S c i: 

[01] *IBB^®Bt^<b;?^{'jSffl^nsiiif^fb:Jr-© 

[02] Bt^^bbfctffa^lB^bfcDVD^#fiRt-S^ 
[03] i)t^^b$nfcvi;>y^:^-i:Bt^{b^nfe^Sffi 

A^iBSi^nfcD V D ^^-rat-fe s« 

[04] *^B^{3*j{tSBt^<b^affl«fi£«?'J*^"^:=^o 
[05] 03©DVD{;:|B&^tife««*«^<b-rs5=- 
[06] 05©^>v7'l l(Dltrf^&iJiBJ-rsfc«)©:5'D 



[07] 0 6©;^7^>i':7'S 1 2(Dmm^Mm't?>tzA(D 

[08] mecDT.y'^ifyS 1 2©l¥iB*aJiH^-rSfcA6© 
{i!lO 7 D — 5=- -^^ — b T- a& 5 o 
[0 9] Bt^{b^-&DVDCWJbTBB^-rS:^i*S: 

[010] Bf^Yb^— *^^^b©fe»ov:7 b 'i7iTt 

[011] m.mm^iz\i^^ih^-^m&jLA.X'm^-ri 

[012] Bt^-fbStJf^^fbCMJaS^-rST-feSo 

[?5P^©ittB^] 

1 5^^;;^^. 11 12 ^*'J, 1 

3 Ui^Xi'. 1 4«^fblHlgS. 2 1,22 DV 
D, 23 a>l^J.-<5'. 31,32DVD, 3 
3 m^it&IR, 4 1 ftWHES, 4 2 DVD, 
4 3 DVDT'l/— \' 



ECO 



1] 



Master 



Ver.n 



Ver.n -1 



Ver^ 



Ver.l 

F : one-way Functlan 



[EI2] 



C START J 



Sl^i&1ft««):^- 4 ' woik key • k "T » 



SI 



gnarfc number ' t 'work toy 'TBS^b U7'-f:<»C«^r ^ 

^ !t . 



S2 



m U 'wo rk kfly'TB&^g^bUyVA»C|fe#r^6 



S3 




encrypted macMmirnber 



14] 



Plain Text o- 



Magic numljsr < 



53 

i_ 

WofkKi 



work Key 



51 



52 



Work Key 



cipher Text 



64 



V ,i ^ 



Magic numbar 
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[0 6] 



Magic number 
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Cipher Text 



1,1 ^^y^ 



(Master Key) 



J\2 



U'J^^ 13 
(WofKKey) ^ 



(start) 



- Plain Texi 







rtl^tS n;fc* magic rwmber • tT'-f ;X ^ * ft tt^tfj-r 






'work key' t^a&fi 




f 


worti toy • tffl i^r 7*- * ft tl^tT* 


1 


f 



S11 



S13 



C END ) 
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.NO 









C return) 



[08] 




C RETURN ) 



[09] 



23 3>bra-^r 
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101 
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